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• Introduction

• Quick overview of new guidance

• Expert panel discusses current FAQs
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• The setting:

• 106 million 401(k) plans

• 34 million defined benefit plans

• $11 trillion in collective assets

• The problem:

• Cyber crime costs $10.5 trillion a year

• U.S. retirement plans quickly becoming #1 target

• The response:

• Highlights of new guidance

• Significant change in fiduciary responsibility

• The bottom line.

Introduction



For Plan Sponsors: Tips for Hiring Service Providers
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Focuses on 6 key areas: 

• Information security standards

• Practice validation

• Track record

• Past breaches

• Applicable insurance policies

• Contract provisions

Most impactful:

• Framework for prudent process

• Existing or future contracts, RFI/RFP

• Roadmap for ongoing monitoring

Peggy / Peter

Randy



For Service Providers: Cybersecurity Program Best Practices
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Focuses on 12 key areas: 

• Have a formal cybersecurity program

• Conduct annual risk assessments

• Third party audit of controls

• Define security roles and responsibilities

• Strong access control procedures

• Security reviews for cloud storage

• Conduct cybersecurity training

• Secure system development life cycle

• Business resiliency program

• Data encryption

• Strong technical controls

• Appropriately respond to incidents

Checklist for service provider review



For Participants: Online Security Tips
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Focuses on 9 key 

areas: 

Routinely monitor your 
account

Use strong passwords
Use multi-factor 
authentication

Keep personal info 
current

Close or delete unused 
accounts

Be wary of Wi-Fi
Beware of phishing 

attacks

Use antivirus software
Know how to report 

identity theft

Comes short of 

requiring 

cybersecurity training 

for employees, but….
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FAQs for our expert panel:

• What to do now?

• What to ask for?

• How to manage responses?

• Policy/contract changes?

• What do my employees need to do?

• Where do I start?

Please feel free to submit your questions!



We’re here to help!

Neil Plein
Aldrich Wealth
nplein@wealthadvisors.com
503-620-5329

Peggy Kitzmiller
Aldrich Technology
pkitzmiller@aldrichadvisors.com
503-620-5329

Peter Adams
Aldrich Technology
padams@aldrichtechadvisors.com
503-620-5329

Randy Cook
Saalfeld Griggs
RCook@SGLaw.com
503-399-1070
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Disclosure

The information contained in this presentation is provided for informational 

purposes only, is not complete, and does not contain material information 

about making investments in securities including important disclosures and 

risk factors. Under no circumstances does the information in this document 

represent a recommendation to buy or sell stocks, bonds, mutual funds, 

exchange traded funds (ETF’s), other securities or investment products.
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